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SurveillancdmpactReport 6 & { Dwergiew

About the QurveillanceOrdinance

TheSeattleCityCouncipassed ordinancé25376al2 NB T S NNFERveifiadce | &
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ONRA Y I ySeptémberl22017. This ordinandeas implicationsdr the acquisition of new
technologies by th€ity, and technologies that are already in use that may fall under the new,
broader definition of surveillance.
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surveillanceechnologies subject to the ordinance. Seattle IT, on behalf of the executive,
developed and implemented a process through which a privacy and surveillance review is
completed prior to the acquisition of new technologies. This requirement, and the eritegd
in the review process, are documentedSeattle IT Policy PI2x

SurveillanceOrdinance Review Process

idKS

The followingis a higHevel outline of thecompleteSIRreview process.

Upcoming »
Initial Draft

Open

Comment
Period

G{ dZNBSAEE L yOS

Working Council
Group Review

The technology is
upcoming for
review, but the
department has not
begun drafting the
surveillance impact
report (SIR.

Work on the initial
draft of the SIR's
currently underway.

The initial draft of
the SIRand
supporting materials
have been released
for public review and
comment. Dumg
this time, oneor
more public
meetings will take
place to solicit
feedback.

During this stage the
SIRincluding
collection of all
public comments
related to the
specific technology,
is being compiled
and finalized.

The surveillance
advisory working
group will review
eachSIR final draft
and complete a civil
liberties and privacy
assessment, which
will then be included
with the SIRand
submitted to
Council

CityCouncilwill
decideon the use of
the surveillance
technology, by full
Councilvote.
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PrivacyImpact Assessment

Purpose

APrivacy Impact AssessmahBi/4 is a method for collecting and documenting detailed
information collected in order to conduct an-aepth privacy review of a program or proje&.
PlAasks questions about the collectiamse, sharing, security and access controls for data that

is gathered using a technology or program. It also requests information about policies, training
and documentation that govern use of the technology. Ph&responses are used to

determine privacyisks associated with a project and mitigations that may reduce some or all of
those risks. In the interests of transparency about data collection and managemeiitylod
Seattlehas committed to publishing @14 on an outward facing website fpublic access.

When is aPrivacylmpact Assessmat Required?
APIAmay be required in two circumstances.

1) When aproject, technology, or other review has been flagged as having a high
privacy risk.

2) When a technology is required to complete therveillance impact report process.
This is one deliverable that comprises the report.

1.0 Abstract

1.1 Please provide a brief description (one paragraph) of the purpose and proposed use of the
project/technology.

SPD has two camera systems used to reem@for monitormembers of the publigvithin
specific, secure locations 8PD facilities.

The first is theGenetecVideo Management Systenitis a permanently installed, nemobile
unconcealedhudio and video recording system primarily used to recosdéarson
interactions with and interviews of crime victims, witnesses, and suspectsiesignated
interview rooms located at the SPD headquarters in the Seattle Justice CEnéesystem
also povides a live videonly view ofthese interview roomsThe videeonly live view is usec
to monitor, short term, members of the community who are in the interview roomisen no
SPD detective is present his system is uséd create a video record of iatviews for the
purposes of use in criminal justice proceedings.

The second iMilestone Systems XProtect Video Management Software and Produwse
I NE LISNXIFySyGate AyadlffSR Ay {andpeénct.hdldng
cells The/ recordcontinuouslyall activityin thoselocations
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1.2 Explain the reason the project/technology is being created or updated and why Bidis
required.

These technologieare used to record members of the public who are being interviewed
having their blood alcohol levetested orare placed in precinct holding cell§ used out of
policy, improperly,or without proper notificationthis technology could potentially be used
to make recordings thatfringe on public privacy.

2.0Project / TechnologyOverview

Provide an overview of the project or technology. The ovengexes the context and
background necessary to understand the purpose, mission and justification for the project /
technology proposed

2.1 Describethe benefits of he projecttechnology.

Though the state of Washington is not one of the 26 states that requires the recording c
custodial interrogations, many law enforcement agencies and criminal justice system
watchdogs, such as the Innocence Project, highly recomrttengractice. Benefits include:
preventing disputes about how an officer conductée interview or treated a suspect or
victim; creating a record of statements made by a suspect that may capture subtle deta
missed in reatime; reducing false confessie; and enhancing public confidence in the
practices of SPDCreating a visual record of activities that occur within the BAC rooms al
precinct holding cells also provides a measure of accountability for both SPD and involv
community members.

2.2 Provide any data or research demonstrating anticipated benefits.

l OO2NRAY3I (2 ¢KS WdzadAOS t NRr2SOGsx adKS
AYGSNNRIFGA2YyaX tASa yz2a 2yté Ay AdGa o
its abilityl 2 RS @St 2L) GKS adNBy3ISad SOARSYOS L
(https://web.williams.edu/Psychology/Faculty/Kassin/files/Justice%20Project(07).pdf

2.3 Describe the technology involved

TheGenetecVideo Management System includes camera and microphone equipment tf
permanently installed in the interview rooms on th& &énd 7" floors of SPD Headquarters,
physical server located at SPD HQ, two dedicated computer workstations located in the
RSGSOUADSEAQ 62N I-APte¥2Yid2NE >t 29RO BR
$2N] | NBF FYR RSIGSOSRDH®). a dzLISNIDA A2 NBQ 27
The Milestone Video Management Software and Products consist of cameras located ir
roomsand precinct holding celis KNP dza K2 dzi {t5Q& FIF OAfAGA:
each of these secure locations which stores the video and anftiomation from the

Milestone cameras.
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24DescribeK2 ¢ G KS LINP2SOG 2NJ dzaS 2F GSOKy2f 238 NBf

The mission of the Seattle Police Department is to prevent crime, enforce the law, and
support quality public safety by delivegmespectful, professional, and dependable police
servicesThe video and audio recording of victim, witness, and suspect interviews aids

investigations and prosecutions of crimes as well as enhances public confidence in the
practices of SPD.

2.5Who will be involved with the deployment and use of the pyect / technology?

All SPOnvestigative unitsvhichinclude Homicide, Robbery, Gang Unit, Intelligence, Spec
Assault Unit, Domestic Violence Unit, Arddomb Squad, Major Crimes, Auto Theft, Vice ¢
Human TraffickingAll SPD precinct employees tasked with the collection of blood alcoho
levels and holding of subjects in precinct holding cells.

Additionally, SPD Video Unit stafdnd @rtain backgrounded and qualified Seattle IT
personnelarealso inwlved in the support of the deo ManagemeniSystems

3.0Use Governance

Provide an outline of any rules that will govern the use of the project / technology. Pleasenant€ity
entities contracting with theCityare bound by restrictions specified in the surveillance ordinance and

privacy principles and must provide writt@mocedures for how the entity will comply with any
restrictions identified.
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3.1 Describe the processes that are required prior to each use, or access to/ of the project /
technology, such as a notification, or cheak checkout of equipment.

Genetec (Iterview rooms): Thedetective(s)conducting the intervievactivates the
recording system for the appropriate room with a manual switch. ddtectivethen advises
the interview subject of the audio recording acquiring implied consent, or explicitly asks
permission to recorgber SPD Policy 7.1X0Recorded StatementsAt the conclusion of the
interview or blood draw or when the subject leagethe room, the recording is terminated
the detectiveor officer. The detectivethen exporsthe recording from the servesn one of
the two designatedcomputerwork stationsand createsa copy of the recording for
permanent storag®n a special higlguality evidence grade DVD+R disc. This evidence ¢
disc is then submitted into the SPD Evidence Section as a standard item of evidence

Milestone (BAC rooms and precinct holding cell§he Milestone systems is continuously
recording in the BAC rooms@ precinct holding cells. In the event that an investgat
(including SPD internal investigations) needs to view the video, a request must be madt
the SPD Video Unit who will locate the specific time and location video requested and
provide the invesgator with a DVD containing the file.

3.2 List the legal standards or conditions, if any, that must be met before the project /
technology is used.

Retroactive Technology Request BPD Privacy Impact Assessmdrurveillance Impact Report\ideo Recording Systerhs
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Signages clearly posted in all SPD precinitdicating that audio and video surveillance is i
progress. These signs are postbdth at the entrances to holding cells and inside holding
cells and blood alcohol collection areas

Retroactive Technology Request BPD Privacy Impact Assessmgrurveillance Impact ReportVYideo Recording Systems
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Consent is required before these technologies may be us€¥ 9.73.030 Intercepting,
recording or divulgingorivate communication¢ Consent required; Exceptions.Also known
Fad a!ftf LI NIe O2yaSyiéod {GFYRFNR LINRBOS
advised of the presence of the recording or asked for their permission to record. Any
recording madeof an interview subject without consent would be inadmissible and could

possibly subject the SPD personnel to an internal conduct assessment and possibly cril
charges.

PerSPD Policy 7.1X0Recorded Statements

Retroactive Technology Request B2D Privacy Impact Assessmdrurveillance Impact ReportYideo Recording Systerhs
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When taking an audio recorded statement, the officer/detective:

1. Statesat the beginning of the recording:
hFFAOSNRA yIYS yR AyOfdzZRS&az a2F GKS |
Report Number
Date and time of the recording

The name of the interviewee
All persons present during the interview

2.Asksi KS LISNE2Y (2 NBaLRyR G2 (GKS 1jdzSadAaz
3.If the person is in custodgivesMiranda warning.

4. Asksthe person to state their full name.

5. Conductghe interview.

6. After the interviewif the person is a victim, witness or complainaagksthe person:

Do you declare under penalty of perjuryder the laws of Washington what you have
stated in this statement is true and correct?
Do you wish to have your personal information Disclosed or Not Disclosed?

7. Announceshe end of the recording with the date and time.
8. Uploadsthe audio statement tahe Digital Evidence Management SystépEMS.

9. Documentsthe recorded statement in the appropriate report.

3.3 Describe the policies and training required of all personnel operating the project /
technology, and who has access to ensw@mpliance with use and management policies.

Operators of both th&senetecand Milestone video systems are sworn SPD personnel.
Training on the use of these systems is providedduose to all SPD users of this technolog
All SPD employees are requiredaioide by all SPD policies, includigD Policy 7.1%0
Recorded Statementshich is directly related to the use of video recording equipment.
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4.0 Data Qollection and Use

Provide information about the policies and practices around the collection and use of the data
collected.

4.1 Provide details about what information is being collected from sources other than an
individual, including othen T systems, systems of record, commercial data aggregators,
publicly available data and/or otheCity departments.

These technologies record only the images and sounds that decing an SPihterview of
a witness, victim, or suspecind activity irBAGroomsand precinct holding cells.

4.2 \What measures are in place to minimize inadvertent or improper collection of data?

These technologies record only the images and sounds that occur during an SPD inter\
a witness, victim, or suspect, and activityBAC rooms and precinct holding cells. These
technologies are permanently mounted and do not record any information outside of the
parameters.

4.3How and when will the project / technology be deployed or used®¥ whom? Who will
determine whenthe project / technology is deployed and used?

Genetec (Interview rooms)Thedetective(s) conducting the intervieactivates the
recording system for the appropriate room with a manual switch. ddtectivethen advises
the interview subject of the audio recording acquiring implied consent, or explicitly asks
permission to recorgber SPD Policy.110¢ Recorded StatementsAt the conclusion of the
interviewor blood draw or when the subject leaves the room, the recording is terminatec
the detective or officer The detectivethen exporsthe recording from the servesn one of
the two desighated computerworkstationsand createsa copy of the recording for
permanent storage®n a special higlguality evidence grade DVD+R disc. This evidence ¢
disc is then submitted into the SPD Evidence Section as a standard item of evidence

Milestone BAC rooms and precinct holding cell3he Milestone systems is continuously
recording in the BAC rooms and precinct holding cells. In the event that an investigatior
(including SPD internal investigations) needs to view the video, a request must be enadt
the SPD Video Unit who will locate the specific time and location video requested and
provide the investigator with a DVD containing the file.

4.4 How often will the technology be in operation?

The Genetec (interview rooms) system is used on a dadlig liathe course of law
enforcement activities. The Milestone system (BAC rooms and precinct holding cells) re
these locations continuously.
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4.5What is the permanence of the installation it installed permanentlyor temporarily?
Both theGenetecand Milestone systems are permanently installed.

4.61sa physical object collecting data or imagesible to the publicAWhat are the markings
to indicate that it is in use®hat signageis used to determine department ownershiand
contact information?

The cameras for both th&enetecand Milestone systems are overtly mounted in the
interviewrooms at SPD Headquarters andideBAC roomsind precinct holding cells.

4.7 How will data that is collected be accessed and by whom?

Genetec(interview rooms):After an interview is conducted, the detective accesses the
recorded audievideo file that is stored on th&enetecsener using proprietaryGenetec
softwareon2 yS 2F (62 RSRAOFIGSR ¢g2Njadl dAazya
Area and creates a copy of this file on a higlality evidence grade DVD+R diBlis
evidencegrade disc is then submitted into the SBididence Section as a standard item of
evidence. Standard evidence retention/disposition rules are then followed.

Milestone (BAC roomand precinct holding cells The recordings made by the Milestone
system of BAC room use is not accessed routinely, but rather only when a specific requ
that footage is needed for a criminal or internal investigation. Requests for that footage
requested by an authorized pigr(detective, ®fice of Police Accountabilityinvestigator, etc.)
to the SPD Video Unit within the @lay data retention period for those files. The Video Ur
creates a copy of this file on a higlality evidence grade DVD+R diBis evidence grade
disc is then submitted into the SPD Evidence Section as a standard item of evidence. S
evidence retention/disposition rules are then followed.

4.81f operated or used by another entity on behalf of th€ity, provide details abotiaccess,
and applcable protocols.

This technology is not operated or used by another entity on behalf of the City.
4.9What are acceptable reasons for access to the equipment @ndlata collected?

The primary reason for access to the data collected by botlGeetecand Milestone
systems is to investigate crimesd in the prosecution of crimingland monitor subjects
inside SPD facilitiedditionally, these systems are used to monitor internal SPD operati
and document police activities.
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4.10What safeguardsare in place, for protecting data from unauthorized access (encryption,
access control mechanisms, etc.) And to provide an audit trail (viewer logging, modification
logging, etc.)?

Only authorized SPD users can access the system, technology datahéccess to the
application is limited to SPD personnel via passwwatected login credentials. Logs of
system activity are kept for both automatic system functions and user actions which pro
an audit trail to safeguard against potential unautized access to stored information.

The entire system is located on the SPD network which is protected by industry standar
firewalls. The Seattle IT Department performs routine monitoring of the SPD network.

All SPD employees are backgrounded and access is controlled by SPD Manual Title 12 prc
governing Department Information Systems includ#D Policy 12.04MepartmentOwned
Computers, Devices & Softwa@PD Py 12.050 Criminal Justice Information Syster§$D
Policy 12.08@ Department Records Access, Inspection & Dissatian, SPD Policy 12.110Use
of Department Email & Internet SystemsandSPD Policy 12.1X1Use of Cloud Storage Service
{t5Qa !'dzRAGZ t2ftA08 YR wSaSkNOK {SOGAz2
systems atny time. The Office of Inspector General and the federal monitor can also ac
all data and audit for compliance at any time.

ITD client services interaction with SPD systems is governed according to the terms of 1
2018 Management Control Agreementtiseen ITD and SPD, which states that:

Gt dzNERdzk yad G2 {SFGGtS adzy AOALIE /2RSS 6{ a
systems, services and support to SPD and is therefore required to support, enable, enfc
and comply with SPD policy requirementglirding the FBIs Criminal Justice Information
{ SNBAOS&as o6/ WL{O {SOdza2NR(l& t2fA0e dé
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5.0 Data Sorage, Retention andDeletion

5.1 How will data be securely stored

Genetec(interview rooms):The original recordings are stored opmprietary Genetec
server that is located in a secure server rolmtated inSPD HQ. The lostgrm storage copy
produced by theletectiveis retained at the SPD Evidence Section following standard
evidence retentio rules.

Milestone (BAC roomand precinct holding cells Individual local servers are securely
located all SPPrecincts.

Per theCJIS Security Poli@ach agency is responsible for appropriate security measures
applicable to physical security of terminals and telecommunication lines; personnel sect
to include background screening requirements; technicalisgcto protect against
unauthorized use; data security to include 1l use, dissemination, and logging; and secu
criminal history 08/16/2018 CJISDSDOC081405.7 D3 records. Additionally, eacdhSO
(CJIS Systems Officer, or department command@eel)must ensure that all agencies
establish an information security structure that provides for an ISO and complies with th
CJIS Security Policy.

Both the Genetec and Milestone systems retain recordings for 90 days before they are
automatically and ystematically deleted from the server.

5.2 How will the owner allow for departmental and other entities, to audit for compliance
with legal deletion requirements?

{t5Qa !'dzRAGZEZ t2ftA08 YR wSaSkNOK {SOGAz2
sysems at any time. In addition, the Office of Inspector General and the federal monitor
access all data and audit for compliance at any time.

5.3What measures will be used to destroy improperly collected data?

Both the Genetec and Milestorsystems retain recordings for 90 days before they are
automatically and systematically deleted from the server.

SPD policy contains multiple provisions to avoid improperly collecting 8&ta.Policy 7.010
governs the submission of evidence and requires that all collected evidence be docume
in an incidentreport. SPD Policy 7.0%pecifically governs the collection and submission o
photographic evidence. Evidence is submitted to the Evidence Unit and associated with
specific GO Number and investigation. AB&D Policy 7.1dbverns the collection and
submission of audio recorded statements. It requires that officers state their name, the
Department name, the Gener@élffense number, date and time of recording, the name of
interviewee, and all persons present at the beginning of the recording.

Additionally,&?D Policy 5.14forbids biasbased policing and outlines processes for report
and documenting any suspected biaased behavior, as well as accountability measures.
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All SPD employees must adhere to laws, City policy, and Department B&l2yPlicy
5.001), and any employees suspected of being in violation of laws or policy or other
misconduct are subject to discipline, as outline&PD Policy 5.003PD Policy 5.0@&lso
ensures that communication on the systems subject to collection on this system is offici
nature.

Per theCJSSecurity Policy.

5.8.3 Digital Media Sanitization and Disposal The agency shall sanitize, that is, overwrit
least three times or degauss digital media prior to disposal or release for reuse by
unauthorized individuals. Inoperable digital media sbal destroyed (cut up, shredded, etc
The agency shall maintain written documentation of the steps taken to sanitize or destrc
electronic media. Agencies shall ensure the sanitization or destruction is witnessed or c
out by authorized personnel.

5.8.4 Disposal of Physical Media Physical media shall be securely disposed of when nc
required, using formal procedures. Formal procedures for the secure disposal or destru
of physical media shall minimize the risk of sensitive informationpromise by
unauthorized individuals. Physical media shall be destroyed by shredding or incineratiol
Agencies shall ensure the disposal or destruction is withessed or carried out by authori:
personnel.
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5.4 which specific departmental unit or individu@ responsible for ensuring compliance with
data retention requirements?

Unit managers are responsible for ensuring compliance with data retention requirement
within SPD. Audit, Policy & Research Section personnel can also conduct audits of all ¢
collection software and systems. Additionally, any appropriate auditor, including the Offi
Inspector General and the federal monitor can audit for compliance at any time.

6.0 Data Sharingand Accuracy

6.1 Which entity or entities inside and external to th&€itywill be data sharing partners?

No person, outside of SPD and Seattle IT, has direct access to the application or the de

Data obtained from the system may be shared outside SPD with the other agemtigss e
or individuals within legal guidelines or as required by law.

Data may be shared with outside entities in connection with criminal prosecutions:
{SIrGatsS /AGe '4d02NySeQa h¥faos

YAYy3 [/ 2dzyieé tNRASOdzGAYy3I ' GG2NySeQa ht
Y A y 3 DepartmiryitiofPublic Defense

t NAGFEGS 5SF¥FSyasS ! Ggi2NySea

{SFGGES adzy AOALI £ / 2 dzNTi

YAY3 [ 2dzyde { dzLISNRK 2 NJ / 2 dzNIi

w {AYATI NI SYyuAidASa gKSNBE LINRPaSOdziAzy Aa

Data may be made available to requesters pursuant tovireshington Public Records Act,
Chapter 4256 RCWat w! ¢ 0® {t5 gAff LI & | LILIX AOL
disclosing to a requester. Individuals have the right to inspect criminal histooyd
information maintained by the departmenRCW 10.97.03GPD Policy 12.0r0ndividuals
can access their own information by submitting a public disclosure request.

€ € g € € ¢

SPD shares data with authorized researchers pursuant to properly execute research an
confidentiality agreements as provide BYD Policy 12.05%his sharing may include discre
pieces of data related to specific investigative files collected byybkees.

6.2Why is data sharing necessary?

The sharing of recorded audiadeo of police interviews of victims, witnesses, and crime
suspects is often needed to aid in the prosecution of caasordings may be shared only
within the context of the situadns outlined in 6.1.

6.3 Are there any restrictions on norCity data use?

YesH Non
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ensuring compliance with these restrictions.

Law enforcement agencies receiving criminal history information are subject to tt
requirements of 28 CFR Part 20, regulating criminal justice information systems.
addition, Washington State law enforcement agencies are subject to the provisio
WACA446-20-260 (auditing and dissemination of criminal history record informatior
systems), andRCW Chapter 10.9Washington State Criminal Records Privacy Act

Once disclosed in responseR&RA request, there are no restrictions on Foity data
use; however, applicable exemptions will be applied prior to disclosure to any
requestor who is not authorized to receive exempt content.

6.4 how does the project/technology review and approve information sharing agreements,
memorandums of understandingnew uses of the information, new access to the system by
organizations withinCity of Seattleand outside agencies?

Research agreements musieet the standards reflected i8PD Policy 12.05baw
enforcement agencies receiving criminal history information are sulbpettte requirements
of 28 CFR Part 20. In addition, Washington State law enforcement agencies are subjec
provisions of WAC 44B0-260, andRCW Chapter 10.97

6.5 explain how the poject/technology checks the accuracy of the information collected. If
accuracy is not checked, please explain why

The audio and video captured by these systems aretie recordings of the interviews
and activities that take place in view of thameras permanently mounted in the interview
and BAC roomand within precinct holding cells

6.6 describe any procedures that allow individuals to access their information and correct
inaccurate or erroneous information.

Individuals may request recorgsirsuant to the PRA, and individuals have the right to
inspect criminal history record information maintained by the departmé&t\{(V 10.97.030
SPD Policy 12.0k0ndividuals can access their own information by submitting a public
disclosure request.
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7.0Legal Obligations, Rislksd Compliance

7.1What specific legal authoritiegand/or agreements permit and define the collection of
information by the project/technology?

Though the state of Washington is not one of the 26 states that requires the recording ¢
custodial interrogations, many law Emwcement agencies and criminal justice system
watchdogs, such as the Innocence Project, highly recommend the practice.

Consent is required before these technologies may be uséyV 9.3.030 Intercepting,
recording or divulging private communicatiog Consent required; Exceptions.Also known
Fad a!ftf LI NIe O2yaSyieod {GFyYRFNR LINRBOS
advised of the presence of the recording or asked for their permission to record.

Additionally,RCW 9.73.09Certain emergency response personnel exempted from RCW
9.73.030 through 9.73.080 Standards Court authoiizationst Admissibility states:

(b) Video and/or sound recordings may be made of arrested persons by police officers
responsible for making arrests or holding persons in custody before their first appearan:
court. Such video and/or sound recordings $kahform strictly to the following:

(i) The arrested person shall be informed that such recording is being made and the
statement so informing him or her shall be included in the recording;

(ii) The recording shall commence with an indication of the tofthe beginning thereof anc
terminate with an indication of the time thereof;

(iii) At the commencement of the recording the arrested person shall be fully informed o
or her constitutional rights, and such statements informing him or her shall lhedied in the
recording;

(iv) The recordings shall only be used for valid police or court activities;

7.2 Describe what privacy training is provided to users either generally or specifically relevant
to the project/technology.

SPD Policy 12.0%0andates that all employees receive Security Awareness Trainind @)e'
and all employees also receive City Privacy Training. All SPD employees must adhere 1
City policy, and Department PolicyKD Policy 801), many of which contain specific privac
requirements. Any employees suspected of being in violation of laws or policy or other
misconduct are subject to discipline, as outlinecsiPD Policy 5.002

7.3 Gven the specific data elements collected, describe the privacy risks identified and for
each risk, explain how it was itigated. Specific risks malge inherent in the sources or
methods of collection, or the quality or quantity of information included
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¢CKS yIFGdz2NE 2F (GKS 5SLI NIYSyluQa YAdarzy
information many may believe to be private and potentially ermbasing. Minimizing privac
risks revolve around disclosure of personally identifiable information.

SMC 14.12ndSPD Policy 6.0RA NEOG Fff {t5 LISNARA2YYSt I
AYVF2NXIEGAZ2Y O2y OSSNy Ay 3 | LIS bty mliicalkoS E dzl
religious activities must be for a relevant reason and serve a legitimate law enforcemen
LJdzNLJ2 & S d ¢

Further,SPD Policy.140forbids biasbased policing and outlines processes for reporting
documenting any suspected btaased behavior, as well as accountability measures.

7.41s there any aspect of the project/technology that might cause concern by giving the
appeararce to the public of privacy intrusion or misuse of personal information?

The privacy risks outlined in 7.3 above are mitigated by legal requirements and auditing
processes (i.e., maintenance of all requests, copies of consent forms/statements and
warrantg that allow for any auditor, including the Office of Inspector General and the fec
monitor, to inspecthe collection of recorded interactions between SPD and the public.

The greatest privacy risk is the unauthorized release of interview, BAC rodrhplting cell

video and audio recording that may contain information deemed private or offensive. Tc
mitigate this risk, the technologies falhder the current SPD policies around disseminatio
of Department data and information reflected in 6.1
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8.0 Monitoringand Enforcement

8.1 describe how the project/technology maintains a record of any disclosures outside of the
department.

PerSPD Policy 12.08the Crime Records Unit is responsible to receive and record all

NBljdzSaia aF2NJ DSYSNIXf h¥FSyasS wSLER2NIa ¥
SY¥F2NOSYSyid F3SyOASas |a ¢St f odnasant udstsA
F2N) LJdzof AO RA&Of 2adzNB IINB f233ISR o6& {t5
subsequently in response to subpoenas is then tracked through a log maintained by the
Unit. Public disclosure requests are tracked throughth/ A 1 &8 Qa D2 @v! t ¢
Response System, and responses to Public Disclosure Requests, including responsive
provided to a requestor, are retained by SPD for two years after the request is complete

8.2 what auditing measures are in place safeguard the information, and policies that
pertain to them, as well as who has access to the audit data? Explain whether the
project/technology conducts setaudits, third party audits or reviews.

{t5Qa !'dzRAGZ t 2fA08 | YR comdué Suditd i Kl ineStigaiive 2
data collection software and systems, including DEMS. In addition, the Office of Inspect
General and the federal monitor can conduct audits of the software, and its use, at any
Audit data is available to the plib via Public Records Request.

Financiallinformation

Purpose

This section providesdescription of the fiscal impact of the surveillance technolag/
required by the surveillance ordinance

1.0 Hscallmpact

Provide a description of the fisaahpact of the project/technology by answering the questions
below.

1.1 Current or potential sources of fundingnitial acquisition costs

CurrentH potentialf
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Date of initial Date of go Direct initial Professional Other Initial

acquisition live acquisition  services for = acquisition = acquisition
cost acquisition  costs funding

source

(Genetec§/28/2016 Aug 2016 $60,603.16 pP7710

(Milestone) Aug 2016 $19,520.79 P8830

6/14/2016

Notes

1.2 Qurrent or potential sources ofunding: on-going operating costs, including maintenance,
licensing, personnel, legal/compliance use auditing, data retention and security costs.

CurrentH potentialf

Annual Legal/compliance Department IToverhead Annual funding
maintenance and audit, data overhead source
licensing retention and
other security
costs
(Genetec) P7715
$660.06
(Milestone) P3348
$3,698.91
Notes:

1.3 Gost savings potentiathrough use of the technology

These are not quantified; however, potential cesivings may result frotmetter evidence for
crime prosecution and mitigating liability for complaints of misconduct of SPD personne
BAC rooms and precinct holding cells.

1.4 Qurrent or potential sources of funding including subsidies or free producttered by
vendors or governmental entities

N/A
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Expertise andReferences

Purpose

The following information is provided to ensure tH@buncihas a group of experts to reference
GKAES NBOGASgAYIT (KS 02 YLISKIECR l@daninsdgdntidsy OS
referenced must be made aware ahead of publication that their information has been included.
All materials must be available f@ouncilto access or review, without requiring additional
purchase or contract.

1.0 Cther Government References

1.1Please list any other government bodies that have implemented this technology and can
speak to the implementation of this technology.

Agency, municipality, etc. Primary contact Description of current use

2.0 Academicsonsultants, andOther Experts

2.1Please list any experts in the technology under consideration, or in the technical
completion of the service or function the technology is responsible for.

Agency, municipality, etc.  Primary contact Description of currenuse

3.0 White Papers orOther Documents

3.1Please list any authorétive publication, report or guide that is relevant to the use of this
technology or this type of technology.

AY
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Title Publication Link

oPreventin  28th General  https://rm.coe.int/1680942329
g police Report of the
torture European

and other Committee for
forms of the Prevention
ill- of Torture and
treatment Inhuman or

C Degrading
reflections Treatment or
on good Punishment
practices  (CPT),

and publishedin
emerging 2019
approache

3

G 9 f SO ThelusticeProje¢ https://web.williams.edu/Psychology/Faculty/Kassin/files/Ji
Recording ct.org tice%20Project(07).pdf

of

Custdlial

Interrogati

2y ac
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RacialEquity Toolkit 6 & w @rgd &ngagement forPublic
Comment Workshed

Purpose

Departments submitting &IRare required to complete an adapted version of fRecial Equity
T2 2 f RET i drder o:

1 Provide a framework for the mindful completion of tl8&#Rn a way that is sensitive to the
historic exclusion of vulnerable and historically underrepresented communities. Particularly,
to inform the public engagement efforts departments will complete as part of the
surveillance impact report

1 Highlight and migate anyimpacts on racial equitirom the adoption and the use of the
technology.

1 Highlight and mitigate any disparate impacts on individuals or vulnerable communities.

1 Fulfill the public engagement griirements of the surveillance impact report

Adaptionof the RETor Surveillance Impact Reports

¢tKS wo9¢ gl a IRFLWSR F2NJ 6KS ALISOATAO dzasS o0&
Oa{SFHGGES L¢EO LINRGIFOe G4SFEYZ G4KS hT¥TFAOS 2F [ A
Seattle IT, SeatlCity Light, Seattle Fire Department, Seattle Police Department, and Seattle
Department of Transportation.

RacialEquity Toolkit Overview

The vision of theSeattleRace andSocial Justice nitiative is to eliminate racial mequity in the
community. To dothis requires ending individual racism, institutional racism and structural
racism. The racial equity toolkit lays out a process and a set of questions to guide the
development, implementation and evaluation of policiestiatives, programs, and budget
issues to address the impacts on racial equity.

1.0 St Outcomes

1.1. SeattleCity Councilhas defined the following inclusiowriteria in the surveillance
ordinance andthey serve as important touchstones for the risks departments are being
asked toresolve and/or mitigate.Which of the following inclusion criteria apply to this
technology?

n The technology disparately impaat$sadvantaged groups.

A There is a high likelihood that personally identifiable information will be shared with non
Cityentities that will use the data for a purpose other than providing Gywith a
contractually agreedipon service.

'H The techology collects data that is personally identifiable even if obscuredgeetified, or
anonymized aftecollection.
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A The technology raises reasonable concerns about impacts to civil liberty, freedom of speech
or association, racial equity, or sodiastice.

1.2What are the potential impacts on civil liberties through the implementation of this
technology?How is the department mitigating these risks?

Inherent with any video or audio recording obtained and stored by SPD, personally
identifiable and potentially sensitive personal information is collected about community
members, including information abo@ parties not present during the recordings.

1.3 What are the risks for racial or ethnicitpased biaghrough each use or deployment of
this technology? How is the department mitigating these risks?

The mission of the Seattle Polibepartment is to prevent crime, enforce the law, and
support quality public safety by delivering respectful, professional and dependable polic
services. A potential civil liberties concern is that the SPD wouldsawgeil vulnerable or
historically tar@ted communities SPD Policy 5.146rbids biasbased policing and outlines
processes for reporting and documenting any suspectedieged behavior, as well as
accountability measured.he video systems described in this report are permanently
installedinside SPD facilitieend record mdividuals who are interacting witBPD personnel
or are being held in precinct holding cells.

1.4 Where in the City is the technologysed or deploye@
'H all Seattle neighborhoods

n Ballard N Southeast

n North n Delridge

N Northeast N Greater Duwamish

N Central A East district

i Lake union A King county (outside Seattle)
N Souhwest A Outside King County.

If possible, please includeny maps or visualizations of historical deployments / use.

1.4.1 What are the racialemographics of those living in this area or impacted by
these issues?
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City of Seattle demographics: Whit€9.5%; Black or African American9%; Amer.
Indian & Alaska Nativ€0.8%; Asian 13.8%; Native Hawaiian & Pacific Island@#;

Other race- 2.4%; Two or more race$.1%; Hispanic or Latino ethnicity (of any rac

6.6%:; Persons of color: 33.7%.

King County demographics: Whig&0.1%; Black or African AmericaB.7%;
American Indian & Alaskan Natigd..1%; Asian, Native Hawaiian, Padglanderg
17.2%; Hispanic or Latino (of any rac®).4%

1.4.2 How are decisios madewhere the technology is used or deployed?ow does

the Department work toensure diverse neighborhoods are not specifically targeted?

The Genetec systefinterview rooms) is located at SPD Headquarters. The Milesi

system (BAC rooms and precinct holding cells) is located at all SPD precincts
throughout the City of Seattle.

1.5How do decisios around data sharing have the potential fatisparate impacton
historically targeted communities? What is the department doing to mitigate those risks?

¢CKS 3Ly LyadAiddziS 2y [/ 2YYdzyAide [/ KIFy3s
institutional practices, cultural representations and other norms [whicbtkan various,
2FGSY NBAYF2NOAYy3I gleéa G2 LISNLISGdzr S NI
be a contributing factor to structural racism and thus creating a disparate impact on
historically targeted communities. In an effort to mitigates possibility, SPD has establish
policies regarding the dissemination of data in connection with criminal prosecutions,
Washington Public Records A€thiapter 42.56 RC)Vand other athorized researchers.

Further,SPD Policy 5.146rbids biasbased policing and outlines processes for reporting
documenting any suspected biaased behavior, as well as accountability measures.

Video and audio collected by the Genetec and Milestone systems, is shared only with o
entities inconnection with criminal prosecutions or in compliance with public records
requests pursuant to the Washington Public Records @eapter 42.56 RCW dat w! € 0
will apply applicable exeptions to the data before disclosing to a requester.

1.6 How do decisions around data storaged retentionhave the potential for disparate

impact on historically targeted communities? What is the department doing to mitigate those

risks?

Like decisionaround data sharing, data storage and retention have similar potential for
disparate impact on historically targeted communiti€2D Policy 5.1406rbids biasbased
policing and outlines processes for reporting and documenting any suspectebddsiad
behavior, as well as accountability measures.
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1.7 What are potential unintended consequences (both negative and positive potential

impact)?What proadive steps can you can / have you taken to ensure these consequences

do not occur.

The most important unintended possible consequence related to the continued utilization ¢
Genetec and Milestone camera systems by SPD is the potential that membkespfiilic will
be recorded without their consenEPD Policy 7.1X0Recorded Statementerbids SPD
personnel from making such recordings withh@onsent, except in specific exigent
circumstances without proper warrant. Additional§#D policies, includirfg@PD Policy 6.060
Collection of Information for Law Enforcement Purpoals® defines the way information
gAff 06S IALGKSNBR o0& {t5 YR aidlisSaz aa
that does not unreasonably infringe upon: inidival rights, liberties, and freedoms
guaranteed by the Constitution of the United States and the State of Washington, inclu
freedom of speech, press, association, and assembly; liberty of conscience; the exerci:

NEfAIA2Y XE

2.0 PublicOutreach
2.1 Sheduled blic meeting(s)

Meeting notes, sigiin sheetsall comments receivednd questiongrom the publicwill be

included in Appendix£&. Comment analysis will sammarizedn section 3.0 Public Comment

Analysis.
Meeting 1
Location Webex Online Event
Date October 28', 2020
Time 12 pm¢ 1 pm
Retroactive Technology Request BPD wk OALf 9ljdAaide ¢22t A0 604aw9c¢éD
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3.0Public Comment Analysis

3.1 Demographics of thpublic whosubmitted comments

Number of Comments Virtual Public Meeting Attendees Gender of Public Comment Respondents
Received
1 5 9(24.32%)
3 8 Gender
17 (45.95%) @Female
®Male
Age Count of Public Comment Respondents e

1129.73%)

Comments Per Technology
SPD: Forward Looking Infrared Real-Time Video (FLIR)
| 27

‘ SPD: Video Recording Systems
6

Prefer not to identify 65+ 45-64 | SPD: Situational Awareness Cameras Without Recording

Age Range 5
Neighborhood of Public Comment Responde

West Seattle Capitol Hill Prefer not to identify Greenwood / Phinney South Lake Union /... | North
3 2
d

Central District Northeast .
2 1
Columbia City

3 2 1

3.2What concerns, if any, do you have about the use of this technology?

MileStone security best practices reco rd | ngS ordinance S eC U rl ty questions
USEe iime S P D following SyStemS technology pUblIC hacked

GeneteC SPD manual VMS

3.3What value, ifany, do you see in the use of this technology?

None

3.4What do you want City leadership to consider about the use of this technology?

Retroactive Technology Request BD wk OALFf 9ljdzade ¢22¢f 1 A (ublic GomnéntWorkshgdR
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Q4 What do you want City leadership to consider about the use of this technology?

leb”C followed VM S Milestone SeCU rlty use S P D hacked
G en eteC security best practices reco rdl ngS information

3.5Do you have any other comments?

N/A

4.0 Response to Public Comments

4.1 How will you address theconcernsthat have been identified by the public?

What program, policy and partnership strategies will you implemaftitiat strategies
address immediate impactd®ngterm impactsAVhat strategies address root causes of
inequity liged above? How will you partner with stakeholders for loterm positive
change?

5.0 EquityAnnual Reporting

5.1 What metricsfor this technologybe reported to the CTO for the annual equity
assessmentdDepartments will be responsible fosharing their own evaluations with
department leadership, change team leads, and community leaders identified in the public
outreach plan

Respond here.
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Privacyand Civil Liberties Assessment

Purpose

This section shall be completadter public engagment hasconcludedand the department

has completed the racial equity toollgection aboveTheprivacy andcivil libertiesassessment

is completecbytheO2 YYdzy A G & &AdzNIBSAff Il yOS ggeNeAy 3 3INER dzLJ
surveillance ordinance which statdsat the working grougshal:

oProvide to the executive and theCity Councila privacy and civil liberties impact
assessment for eac8IRthat must be included with any departmental request for surveillance
technology acquisition or tnse approval. The impact assessment shall include a description of
the potential impact of the surveillance technology on civil rights and liberties andhpalte
disparate impacts on communities of color and other marginalized communitiesSCT@shall
share with the working group a copy of ti&Rthat shall also be posted during the period of
public engagement. At the conclusion of the public engagemenbggethe CTGshall share the
final proposedSIRwith the working group at least six weeks prior to submittal of Bi&to
Councilfor approval. The working group shall provide its impact assessment in writing to the
executive and theCity Councilfor indusion in theSIRwithin six weeks of receiving the final
proposedSIR If the working group does not provide the impact assessment before such time,
the working group must ask for a tweeek extension of time t&ity Councilin writing. If the
working goup fails to submit an impact statement within eight weeks of receivingStiethe
department and City Council may proceed with ordinance approval withodbhe impact
statementg

Working Group Privacy andQvil Liberties Assessment

Respond here.
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AppendixA: Glossary

Accountable:(taken from the racial equity toolkitRResponsive to the needs and concerns of
those most impacted by the issues you are working on, particularly to communities of color and
those historicallyunderrepresented in the civic process.

Communityoutcomes:(taken from the racial equity toolkithe specific result you are seeking
to achieve that advances racial equity.

Contracting equity(taken from the racial equity toolkitEfforts to achieve agjtable racial
outcomes in the way th€ityspends resources, including goods and services, consultants and
contracting.

DONGRSLI NI YSy(d 2& ySAIKOoO2NK22Ra

Immigrantand refugee access to servicdtaken from the racial equity toolkitGsovernment

services and resources are easily available and understandableSeattleresidents, including

non-native English speakers. Full and active participation of immigrant and refugee

communities exists iGeattled OA BA O SO2y2YAO | yR Odzf GdzNI £ € ;

Inclusive autreach and public engagemenftaken from the racial equity toolkitBrocesses
inclusive of people of diverse races, cultures, gender identities, sexual orientations and socio
economic status. Access to information, resources and civic processes so oiynmembers

can effectively engage in the design and delivery of public services.

Individual racism:(taken from the racial equity toolkitBrejudgment, bias, stereotypes about
an individual or group based on race. The impacts of racism on individakiding white
people internalizing privilegend people of color internalizing oppression.

Institutional racism:(taken from the racial equity toolkitQrganizational programs, policies or
procedures that work to the benefit of white people and to thetiiiment of people of color,
usually unintentionally or inadvertently.

OCK Office of vil Rghtsé€

Opportunity areas:(taken from the racial equity toolkit®neof seven issue areas tlityof
Seattleis working on in partnership with the community to eliminate racial disparities and
create racial equity. They include: education, health, community development, criminal justice,
jobs, housingand the environment

Racialequity: (taken from the racial guity toolkit.) When social, economic and political
2LIIR2 NI dzyAGASE INB y20 LINBRAOGSR o6F&aSR dzkRy |
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Racialinequity: (taken from the racial equity toolkit.)
2 KSY | LISNER2YQa NI OS Oly
economic and political opportunities iad outcomes.

REWY GNJ OALFf Sldzatde G22f1

Seattleneighborhoods (taken from the racial equity
toolkit neighborhood) Boundaries defined for the
purpose of understanding geographic aréaSeattle

Stakeholders{taken from the racial equity toolkit.)
Those impacted by proposed policy, program
budget issue who have potential concerns or issue
expertise. Examples might include: specific
racial/ethnic groups, other institutions likeeattle
housing authority, dwools, communitybased
organizations, change teamSityemployees, unions,
etc.

Structuralracism:(taken from the racial equity toolkit.)
The interplay of policies, practices and programs of
multiple institutions which leads to adverse outcomes
and condiions for communities of color compared to .
white communities that occurs within the context of B Area Shared by Two 5;,m
racialized historical and cultural conditions. O Neighborhood Service Centers

Surveillance ordinanceSeattleCity Councilpassed ordinanc&25376 al® referred to as the
GadzNBSAt T84 0S 2NRAYFYyOS

SIR ¢surveillance impact repogt a document which captures the fulfillment of t®uncH
defined survédlance technology review process, as requiredhyinancel25376

Workforce equity:(taken from the racial equity toolkitEnsure theCitys workforce diversity
reflects the diversity oSeattle
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Appendix B: Meeting Notice(s)

City Surveillance

Webex Online Event

Join us for a public meeting to comment on a few
of the City’s surveillance technologies:

Seattle Police Department
» Forward Looking Infrared Real-time Video (FLIR)
» Situational Awareness Cameras Without Recording
» Video Recording Systems

WebEx Online Event

Dial-in Info:
+1-408-418-9388
Access code: 146 533 4053

Can’t join us online?

Visit http://www.seattle.gov/surveillance to leave an online comment or

send your comment to Surveillance and Privacy Program, Seattle IT, PO
Box 94709, Seattle, WA 98124.

The Open Comment period is from October 7" — November 7™, 2020.

Please let us know at Surveillance@seattle.gov if you need any
accommodations. For more information, visit Seattle.gov/privacy.

Information provided to the City of Seattle is considered a public record and may be subject to public disclosure. For more information s=e the:
Public Becords Act, RCW Chapter 42 56.or visit Seattle. zow/privacy. All comments submitted will be induded in the Surveillance Impact Report.
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Appendix C: All Comments Received from Members of the Public
ID:12165158184

Submitted ThroughOnline Comment

Date: 11/12/2020 4:05:03 PM

Which surveillance technology that is currently open for public comment, do you wish to
comment on?

SPD: Video Recording Systems
What concerns, if any, do you have about the usetlois technology?

| have concerns that SPD will not be transparent in the use of this technology. | worry in
particular about its use in low income and minority neighborhoods.

What value, if any, do you see in the use of this technology?

| do not believe ay value of this technology outweighs my major concerns.
What do you want City leadership to consider about the use of this technology?
| do not think the City should allow this technology.

Do you have any other comments?
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ID:12164796504
Submitted Throgh: Online Comment
Date:11/12/2020 1:58:34 PM

Which surveillance technology that is currently open for public comment, do you wish to
comment on?

SPD: Video Recording Systems
What concerns, if any, do you have about the use of this technology?

As ofNov. 12th, numerous questions from the public have not been answered by SPD and thus
greatly hinder the ability for informed public comment. These questions include: (1) Does SPD
use a Genetec or Milestone partner add that enables facial recognitiorr other biometric

data collection/identification? (2) How are firmware/software updates applied to the Genetec
systems? (3) Genetec Omnicast was the VMS used by Washington D.C. MPD CCTVs that had
nearly 70% of them hacked with ransomware in 2017. derserally understood that not

following the security best practices provided by Genetec is what led to them being hacked (
https://ipvm.com/reports/geneteempd ). Keep in mind that if SPD's Genetec VMS was hacked
and had the recordings leaked, then thaiutd jeopardize publickanonymous witnesses

(though the security of the Milestone system is also important). At the public engagement
meeting, SPD's stated their understanding of the security of their VMS was based on an
assumption of the contracted insiler. Security should never be based on assumption; and
moreover, security best practices and available security features in VMS change over time, so
relying on a (possible) or@me installation as the only time security has been done on these
devices wuld not be considered sufficient and would not meet the current industry standards
for security best practices. SPD should definitively validate what security measures have been
applied their VMS and communicate that to the public. Specifically: @apRD followed all

the security configuration recommendations provided by Genetec in their Best Practices
R20dzySyid K 6oo00 {AYAfINIe&ez KIa {t5 F2ff26SR
Where does the SPD Evidence Section store the Gegeterated recordings they receive via
DVD+R (in DEMS, and/or Evidence.com, or something else)? (4b) Same question for the
Milestone recordings (where do they go after snippets are exported on DVD)? (5) For both the
Genetec and Milestone systems, who hasmpission to modify the pan, tilt, and/or zoom of the
cameras? Also, there are some gaps in the SPD manual that should be addressed either by
modifications to SPD's manual and/or via ordinance. These gaps include: (1) The SPD manual
R2Say Qi (pds¥dfihesairécSrdirigiz(2) The ordinance that approves this tech should
specifically prohibit installing/incorporating additional services that collect/assess/identify
biometric information.

What value, if any, do you see in the use of this technol8gy
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As it currently stands, this technology lacks sufficient guardrails to prevent abuse/misuse of the
system. Moreover, the weak security posture puts witnesses and others at risk of having their
interview leaked (and/or having the weak VMS security sirgaly to the VMS being hacked as
stepping stone to further attack other parts of SPD digital infrastructure). SPD/IT are
withholding information from the public, which further impedes the ability for an informed
consent by the public in seeing sufficiestiue in this technology.

What do you want City leadership to consider about the use of this technology?

City leadership should be made aware of the information SPD/IT has withheld from the public.
This information missing from the public includes: (ag®SPD use a Genetec or Milestone
partner addon that enables facial recognition or other biometric data collection/identification?

(2) How are firmware/software updates applied to the Genetec systems? (3) Genetec Omnicast
was the VMS used by WashingtorC. MPD CCTVs that had nearly 70% of them hacked with
ransomware in 2017. Itis generally understood that not following the security best practices
provided by Genetec is what led to them being hacked ( https://ipvm.com/reports/genetec

mpd ). Keep in md that if SPD's Genetec VMS was hacked and had the recordings leaked,
then that could jeopardize publicignonymous witnesses (though the security of the Milestone
system is also important). At the public engagement meeting, SPD's stated their undargtan

of the security of their VMS was based on an assumption of the contracted installer. Security
should never be based on assumption; and moreover, security best practices and available
security features in VMS change over time, so relying on a (pessitétime installation as

the only time security has been done on these devices would not be considered sufficient and
would not meet the current industry standards for security best practices. SPD should
definitively validate what security measures lkaween applied their VMS and communicate

that to the public. Specifically: (3a) Has SPD followed all the security configuration
recommendations provided by Genetec in their Best Practices document ? (3b) Similarly, has
{t5 F2ff26SR aMardedingZheskisty (4a)\Whereiddes the SPD Evidence
Section store the Genetagenerated recordings they receive via DVD+R (in DEMS, and/or
Evidence.com, or something else)? (4b) Same question for the Milestone recordings (where do
they go after snippet are exported on DVD)? (5) For both the Genetec and Milestone systems,
who has permission to modify the pan, tilt, and/or zoom of the cameras? City leadership

should be encouraged to mandate (via SPD manual changes and/or ordinance) to address some
gapsand add appropriate guardrails to the use of this technology. The current gaps include:
OM0O ¢KS {t5 Ylydzat R2SayQid fAYAO (GKS LJzNL1J2 &S
approves this tech should specifically prohibit installing/incorporatingjtazhal services that
collect/assess/identify biometric information.

Do you have any other comments?
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There are many areas of improvement by IT/Privdept. regarding their public engagement

process on surveillance technologies. Some of the more ressems$ include: (1) Public

comment via SurveyMonkey was configured by IT such that a single user (browser session)

could only submit public comment on 1 technology. The only way to submit public comment

on all the technologies would be use a differentWs®r or clear you browser's cookies/session

data, which many less technical people wouldn't know to do. This actively impedes public

comment. Itis ensuring there is the least public comment possible. (2) The Privacy dept.
calendar event forthe Groupl3dzo t A O Sy 3 3ISYSyid YSSGAy3d RARYQI
phoneonly users to diain (one had to know of and go to the TechTalk blog to get the access

code). (3) Directions at public engagement meeting for providing verbal public comment were

to raise hand in webex which clearly is not possible for phonky users. (4) Public

engagement truncated. CTO told City Council it would be 45 days. Instead IT used 30 days with

a 1 week extension agreed to be added (so 37 days). (5) The Group 3 puitjeraegt

meeting recording (as of Nov. 12th) has not been posted publicly, so people unable to attend

R2y Qi KIF @S | 00Saa (2 (GKS RAaOdzadaA2ykvag! 06SF2N
not provided answers before the public comment period clog&3.SPD further dodged valid

guestions from the public by requiring PRA requests, which have zero hope of being addressed
within the public comment period. (8) IT has repeatedly requested & attained (and in 1 case,

just seltgranted) time extensions fahe Surveillance Ordinance process. When the public

needs time for SPD to provide answers so as to provide informed public comment, now
dadzZRRSyfe L¢ Aa 2y | GA3IKG GAYS aOKSRdZ S FyR O
Additionally, IT/Privacgept. has repeatedly lamented the lack of public engagement, but have
also taken no additional steps to rectify this for Group 3; and did not heed prior feedback from
the CSWG regarding the engagement process. There are numerous steps | THRrptacy

should taketo improve public engagement. The recommendations to the CTO & CPO for Group
4 include: (1) Breaking the group into smaller groups. Group 4 on deck with 13 technologies: 2
re-visits of SFD tech, 3 types of undercover technologies, & 8 other techmalo@eAllocating
more time for open public comment: minimum of 2 weeks per each in scope tech (so Group 3
would be 42 days, and Group 4 would be 1382 days). (3) Hold more public engagement
meetings per Groupspecifically the number of public engement meetings should at a

minimum match the number of technologies being considered for public comment (otherwise
the meeting will run out of time before all the questions from the public can even be asked,
which did happen with Group 3). (4) Requirdlet public engagement meetings both a Subject
Matter Expert on the use of the technology AND _a Subject Matter Expert on the technical
management of the technology. There should be no excuse for most of the public's questions
being unanswered by the @iait these meetings. (5) Hold public engagement meetings that are
accessible to marginalized communities most likely to have this technology used against them
(such as, holding meetings at various times of day & weekends, having translators, etc). (6)
Past online the recordings of all online public engagement meetings at least 1 week before the
LJdzof AO O2YYSyid LISNA2R Of2asSao 6T0 wSl dzA NB
guestions at least 1 week before the public comment period closes.of)Rblic

announcements for focus groups held by the City (9) Public engagement meetings and focus
groups should have at least 1 outside civil liberties representative to present. (10) Publish to
the Privacy website in a more timely manner the CSWG mg@nnouncements and minutes.

0«
(0p))
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(11) Work with more City departments (not just Dept. of Neighborhoods) to foster engagement.
(12) Work with more City boards and committees to foster engagement. (13) Provide at least 2
week lead time between announcingpablic engagement meeting and the timing of that

meeting occurring. (14) Provide early versions of drafts SIRs to the CSWG (as they requested
more than once).
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ID:12111900892
Submitted ThroughOnline Comment
Date:10/26/2020 8:27:30 PM

Whichsurveillance technology that is currently open for public comment, do you wish to
comment on?

SPD: Video Recording Systems
What concerns, if any, do you have about the use of this technology?

Increased surveillance is the action of a police state, andldhmat be tolerated by a free
society.

What value, if any, do you see in the use of this technology?

None.

What do you want City leadership to consider about the use of this technology?
It is antithetical to freedom.

Do you have any other comments?

This conment applies to all three systems under review.
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ID:12101381803
Submitted ThroughOnline Comment
Date:10/22/2020 2:59:30 PM

Which surveillance technology that is currently open for public comment, do you wish to
comment on?

SPD: Vide®ecording Systems
What concerns, if any, do you have about the use of this technology?

SPD has already weaponized video recording systems to limit the first amendment rights of
people who politically oppose them. SPD is incredibly reckless with theirf ey worn
video and has demonstrated that they are not capable of following a standa

What value, if any, do you see in the use of this technology?
None
What do you want City leadership to consider about the use of this technology?

SPD is reckless, SPDrissponsible, SPD is unreformable. You must take any and all surveillance
tools from their control and transfer to civilian oversight boards.

Do you have any other comments?
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ID:12101189956
Submitted ThroughOnline Comment
Date:10/22/2020 1:49:35 M

Which surveillance technology that is currently open for public comment, do you wish to
comment on?

SPD: Video Recording Systems
What concerns, if any, do you have about the use of this technology?

| do not trust the Seattle Police Departmenthandle this technology properly or within the
framework of constitutional rights. The Seattle Police consistently abuse existing camera
technology, such as SDOT cameras, despite existing city ordinances.

What value, if any, do you see in the use of thicterology?
None. The police should not have it.
What do you want City leadership to consider about the use of this technology?

The astonishingly long record of human rights abuses the Seattle Police continue to mete out
without the right to trial.

Do you hae any other comments?
Defund SPD.
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ID:12100938026
Submitted ThroughOnline Comment
Date:10/22/2020 12:24:25 PM

Which surveillance technology that is currently open for public comment, do you wish to
comment on?

SPD: Video Recording Systems

What concerns, if any, do you have about the use of this technology?
None

What value, if any, do you see in the use of this technology?

Catching illegal activity and being able to quickly assess and respond to crime is a benefit to
society.

What do you want Ciy leadership to consider about the use of this technology?
Increase usage in problematic areas.
Do you have any other comments?

None
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AMERICAN CIVIL LIBERTIES UNION
Washington

P.O. Box 2728

Seattle, WA 98111-2728
(206) 624-2184
aclu-wa.org

Tana Lin

Board President

Michele Storms
Executive Director
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Appendix D: Letters from Organizations or Commissions

November 6, 2020

Seattle Information Technology
700 5% Ave, Suite 2700
Seattle, WA 98104

RE: ACLU of Washington Comments on Group 3 Surveillance Technologies

On behalf of the ACLU of Washington, I write to offer our comments on the
sucveillance technologies included in Group 3 of the Seattle Sucveillance
Ozdinance implementation process.

The three Seattle Police Department (SPD) technologies in Group 3 are covered
in the following ordes:

1. Forward Looking Infrared — King County Sheriff’s Office Helicopters
2. Video Recording Systems
3. Situational Awareness Cameras Without Recording

These comments should be considered preliminary, given that the Surveillance
Impact Reports (SIR) for each technology leave a number of important questions
unanswered. Specific unanswered questions for each technology are noted in the
comments relating to that technology. Answers to these questions should be
included in the updated SIRs provided to the Community Susrveillance Working
Group and to the City Council prior to their review of the technologies.

Forward Looking Infrared - KCSO Helicopters
Background

Forward Looking Infrared (FLIR) is 2 powerful thermal imaging surveillance
technology that raises a number of privacy and civil liberties concerns because of
its ability to enable dragnet surveillance of individuals in public as well as in private
spaces.

FLIR cameras sense infrared radiation to create images assembled for real-time
video output. This technology detects small differences in heat, or emitted thermal
energy, and displays them as shades of gray or with different colors. Because all
objects emit different amounts of thermal energy, FLIR cameras are able to detect
temperature differences and translate them into images.!

Advanced thermal imaging systems like FLIR allow governments to increase their
sucveillance capabilities. Like any device used for sucveillance, government agents
may use it inappropriately to gather information on people based on their race,
religion, or political views. While thermal imaging devices cannot “see” through

! ACLU of Washington, Thermal Intaging Surveillance, THEYAREWATCHING.ORG,
https:/ /theyarewatching org/technology/thermal-imaging-sucveillance (last visited Nov. 5,
2020).

Retroactive Technology Request BPD Appendix A: GlossafySurveillance Impact ReportYideo Recording Systerhpage

43



€y city of Seattle

Retroactive Technology Request BPD Appendix A: GlossafySurveillance Impact ReportYideo Recording Systerhpage
44



